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Penetration Tester Resource List  

 

 

Vendor Name Vendor Website Core Strengths Use Case 
Dell Secure Works www.secureworks.com Threat hunting 

assessments, 
application security 
testing, penetration 
testing 

Managed Detection and 
Response Service, 
security assessments and 
testing, incident 
response. 

Illumant www.illumant.com Perimeter security 
assessment, social 
engineering testing, 
segmentation 
analysis 

Penetration testing, 
validation of network 
segmentation 
configuration and 
vulnerability assessments. 

NuHarbour www.nuharborsecurity.com/ Infrastructure 
penetration testing, 
phishing attack 
assessments, web 
application 
penetration testing 

Internal and External 
Penetration Testing, 
Managed Detection and 
Response Service, and 
General Cyber security 
advisory services. 

Peraton Labs www.peratonlabs.com Penetration testing IoT, firmware and chip 
analysis, Smart Grids 

Rapid7 www.rapid7.com Penetration testing, 
training and 
certification 

MDR, security advisory 
services 

Rendition InfoSec www.renditioninfosec.com Penetration testing Test the effectiveness of 
cybersecurity controls. 

Sword and Shield www.swordandshield.com Vulnerability 
assessment, 
penetration testing, 
social engineering 
testing 

Test the effectiveness of 
cybersecurity training 
program by conducting 
social engineering testing 
including USB baiting, 
pretexting and phishing. 

Systegra, Inc. – 
Available to state and 
local government through 
current contract 

www.systegra.com Cybersecurity 
controls 

Social engineering, 
internal, external and 
application penetration 
testing. 

**Disclaimer: Vendors provided for awareness and should not be interpreted as a review or recommendation. 
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